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ABSTRACT:-

This study explores the complex subject of Big Data Security Management, focusing on the numerous
opportunities and challenges presented by the contemporary data deluge. The research emphasises the
importance of safeguarding data integrity and analytical configurations against a range of offline and online
threats. Predicated on the research conducted by Manikandakumar and Ramanujam (2018). The imperative to
address the escalating data security challenges across various industries—including healthcare, education, retail,
and social networking—serves as the driving force behind this research. An International Business Machine
(IBM) study accurately foretold that, as Jakobik (2016) notes, in light of the ever-increasing data volumes,
organisations must strengthen their security procedures more than ever before. The projected increase in the
number of data scientists to 2.72 million, as stated by Shihab (2020), underscores the criticality of
comprehending and executing strong security protocols. Due to the ever-changing nature of the internet,
safeguarding private information and intellectual property is the principal focus of the research. Introducing
novel data types into Hadoop pools generates fresh security challenges that necessitate customised resolutions.
In order to resolve this knowledge vacuum, the present study examines the advantages and disadvantages of Big
Data security, focusing on Hadoop systems, as well as potential mitigation strategies for organisations of
different scales. The principal objective of this research is to identify and assess prospective remedies for
safeguarding data throughout its complete life cycle, commencing with its collection and concluding with its
processing. The study acknowledges the potential of Big Data, as described by Riaz et al. (2020), and
emphasises the need for robust security protocols, even when managing enormous data sets. The literature
review highlights the complexity of Big Data Security Management through the citation of scholarly works
including Yuan (2017) and Moreno, Serrano, & Fernandez-Medina (2016). It emphasises the importance of
implementing strong security protocols in light of the growing reliance of organisations on big data for decision-
making. Utilising questionnaire surveys and semi-structured interviews, the research strategy collects data from
both subjective and objective sources in accordance with a mixed-methods approach. Priority is given to
ensuring the safety, privacy, and anonymity of participants above all other considerations during the entirety of
the research process. In essence, the primary objective of this study is to augment the ongoing discourse

surrounding the management of security for big data by providing significant insights for academics,
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professionals, and policymakers. The study seeks to establish a secure digital environment for the continuously
expanding data world by offering practical suggestions for organisations navigating the intricate terrain of Big

Data security.

l. INTRODUCTION
1.1 Research Background

According to Demchenko et al. (2014), big Data Security encompasses all forms of defense to protect
the data itself as well as protection against attacks, theft or other harmful activities that might interfere with a
problem occurring in an analysis environment. All kinds of attacks--it can be compromised by online or offline
attack. Data security management refers to making sure business information is safe and does not fall into
unauthorized hands. Data security management systems stress the protection of sensitive data like private
information or key proprietary resources for businesses. Take developing information security policies,
identifying security risks and threats to IT systems as a few examples. Another key practice is disseminating
information about data security best practices to employees across the organization, for example when opening
email attachments (Jakdbik, 2016).

In the future data volumes will continue to increase. IMB conducted a study that forecasts there would
be as many as 2.72 million data scientist workers available to help companies in dealing with all this
information, and it turned out these estimates were correct. The greater use of big data would have a bearing on
the way in which organizations understand and implement business intelligence and how it is protected. These
days, no matter the field or technology Security is one of our major concerns. According to Manikandakumar&
Ramanujam, (2018) compared to other areas that have securities issues and attacks occurring every single
minute, these attacks are rather distinctive in a couple of ways. Firstly, the source data can be compromised as
well; secondly it is possible for each version or component to vary from the others by some degree because

sometimes there will not be attack vectors which allow modifications until they reach a specific threshold.

1.2 Research Problem

The research takes place within this vital area of Big Data Security Technology Management in the era
of digitalization, while as data and analytics methods become increasingly important, so does securing them
against possible threats (Moghadam, & Colomo-Palacios, 2018). As data volumes grow ever larger with each
passing day, organizations are faced with the problem of how to deploy adequate security for sensitive
information such as personal data and intellectual property. Because of the common practice in Big Data
processing to amalgamate variety types of data into Hadoop pools, increasing their effect is another factor that
makes implementation of strict security protocols even more significant. With so many sources and categories
coming together in these lakes from all over the globe, other serious obstacles present themselves as well.
This research problem arises from the need to deal with security concerns amid increasing data usage.
According to Moreno, Serrano & Fernandez-Medina, (2016) in areas ranging from social networking to health
care, retailing and education, the degree of digitization is so high that it threatens data security at every step in

its lifecycle. It's essential therefore to pinpoint appropriate measures for preventing leakage or theft at each stage
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in this chain. The research seeks to understand how organizations, regardless of size, can negotiate the
treacherous waters of Big Data security and particularly within a Hadoop environment. The all-important
research question is how to find the best practice and tools to secure every aspect of data, from its collection
through storage, analysis and processing (Riaz et al., 2020).

This research spans the many levels of data security in digital practice, recognising that problems can arise at
any point when working with data. In this regard, the study will identify potential answers as well as best
practices organizations can follow to protect themselves against security risks. Yet the research limitations are

important because cybersecurity challenges and technologies they use are constantly evolving.

1.3 Research Aims and Objectives

The purpose of this research is to explore in depth and comprehensively the problems, dangers and data
securities issues and possible security controls. To achieve this overarching goal, the following specific
objectives have been identified:
e To assess the landscape of Big Data Security Management in the digital environment
e To examine the predicted expansion in data volumes, especially given Big Data’s ever-growing use.
e To see how this growth affects organizations ‘approaches to business intelligence and related security

issues.

e To examine problems with data security when using Hadoop to process large sets of data.

1.4 Significance of the study

According to Salleh & Janczewski, (2016) recognizing its potential and its power, organizations are
today increasingly adopting Big Data. Its most important feature is that data security takes priority. Due to this,
many organizations now turn to Hadoop when processing large volumes of data. Whatever the size of
organization, everyone works to save their data. These various kinds of data feed into the Hadoop process, in
that they are gathered and stored in a Hadoop data lake where they are processed.A data management platform
which comprises one or several Hadoop clusters to process and store nonrelational data is referred to as Hadoop
data lake.

Given that it encompasses different kinds of data from multiple sources, strong security policies are
necessary-all the more so since most companies handling Big Data work with sensitive information. According
to Shihab, (2020) such sensitive data can range from credit card numbers to banking information, and even
passwords. The importance of this data is not to be questioned, and it's more than just a matter of its size. To
secure itself, an organization could turn to such techniques as installing firewalls to exclude the unauthorized
and block intrusions; or establishing a reliable user authentication protocol--or rolling out thorough end-user
training (Tang & Pan, 2015)

With data growing so rapidly in nearly every facet of human life, the issue of security has become
especially important. According to Yuan, (2017) social networking sites, healthcare, retail and education are just
some of the many different sectors in which social networks are huge. Digitization is everywhere, and security

risks abound. The potential for a security breach is an issue that can arise anywhere in the process of data
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processing. Therefore, to raise this question and suggest its solution have been brought up at each level from
accumulating data through storing it, analyzing it, or performing different operations on the information stored

in memory. Therefore, steps that could secure the data had to be taken.

1.5 Research Question

The following is the research question developed by the researcher to conduct the study:

e How can organizations effectively manage and secure Big Data in the evolving digital landscape,
considering the challenges posed by data growth, the impact on business intelligence, security challenges and

the protection of sensitive information?

1. LITERATURE REVIEW

2.1 Overview of Data Security

Privacy, security, and trust are like three friends who always go hand in hand. They are connected
similarly to how laws and ethics are related. When we talk about data privacy, we mean how information should
be gathered, used, and accessed while respecting people's legal rights (Lee et al., 2016). On the ethical side, it is
about our responsibilities, sometimes becoming duties we must fulfil (Knoppers & Thorogood, 2017).
Nowadays, thanks to technology, a lot of research happens online. Researchers use methods like video calls for
interviews, online surveys, analysing online conversations, studying web page content, checking discussion
blogs, chat rooms, and emails, among other things (Cox, 2012). As time goes by, we see a lot of changes in
society and technology. These changes affect how much and what kind of data researchers deal with (Fiesler,
2019). While the latest technology has many advantages, there are also some downsides. Sharing and storing
data benefit researchers but also creates challenges, especially when keeping the data safe. In today's world,
more than the old-fashioned ways we used to protect privacy and ensure security are needed to handle the

explosion of data (Venkatraman & Venkatraman, 2019).

2.2 Importance of Data Security Management

Researchers deal with different data issues in their work, like changing existing data, keeping it safe,
and sharing it. They must make ethical decisions in these situations (Boyd et al., 2016). Because of advanced
technology, there is a growing risk of misusing data. Sticking to ethical standards is challenging (Hand, 2018).
During their work, researchers also face various challenges related to data privacy. This includes ensuring
computations are secure in distributed programming, safeguarding data storage and transaction logs, managing
data origin, checking endpoints, and providing real-time secure monitoring (Mehta & Rao, 2015). The
government and private institutions must create new software using the latest technology to tackle these issues.
This software should protect data by maintaining privacy and preventing misuse, changes, and misinterpretation
(etc.).

Nowadays, a lot of data has been created and it is becoming more important to handle it properly.
People are developing different data management methods, and researchers are trying to find even better

methods. One big aim is to keep the data safe. This can mean hiding some information, changing parts of it, or
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making it completely invisible to people who should not see it (D. R. Ingle et al., 2022). Data security means
ensuring that only the right people can access it and nobody messes with it. This can be done using physical
tools (like special hardware) and virtual tools (like specific software). One virtual method is data masking,
where you change or hide the real information and replace it with something else to keep it safe from those who
should not see it. Controlling who can see certain data is called Access Control. If this control is based on
people's roles in a system, it is called role-based access control. Another way to protect data is through
encryption, like turning readable information into unreadable. Many organisations use encryption to keep their

data and their customers' data safe (D. R. Ingle et al., 2022).

2.3 Data Security Threats and Attacks
2.3.1 Cyber Threat Landscape:

The good things about computer technology are in trouble because of the increasing worries about
internet crimes today. This is a big problem for the safety of the online world. Cybersecurity protects networks,
computers, applications, and data from data disclosure, alteration and denial of data (Sutton, 2020).
Cybersecurity experts discuss three main types of problems: malicious attacks, network attacks, and network
abuse. A malicious attack is when someone or a malware causes harm to computer, network or data. Network
attack is cybercrime that can cause harm such as Denial of Service (DoS), Session Hijacking, or Email Spoofing
(Aboul-Enein, 2022). Network abuse is an attack against network traffic such as spam or phishing (Reiley and
Rao, 2012).

People see cyber-attacks as crimes that happen over the internet. These can involve stealing a
company's secrets, messing with online bank accounts, creating, and spreading viruses on different computers,
putting private business info online, and even damaging a country's important national assets. Internet threats are
seen as the biggest risk to businesses and can lead to a lot of money lost for organisations (Ponemon, 2012).
Cyber threats are always changing, influenced by new technology, global tensions, and major events. Different
players in this digital world, often called threat actors, use real-world changes to justify their actions (Kaloudi
and Li, 2020). Over the past thirty years, cybersecurity threats have gotten smarter and more varied. This section
talks about the current state of cybersecurity threats, explaining the main types and what makes them different.
It also examines how security professionals can keep up by understanding the evolving threat landscape. Cyber
threat actors vary greatly in their skills, tools, resources, and reasons for doing what they do (Chapple and Seidl,
2020). Some terms we might hear are "script kiddie," which is a nice way to describe someone who uses
hacking tricks but is not skilled. Hacktivists use hacking for a cause they believe in. Insider attacks happen when
someone with authorised access cause harm toorganization assets. For attackers to get into an organisation's

systems, they usually need a way in, and email is a common method they exploit (Kaloudi and Li, 2020).

2.3.2 Insider Threats:
In today's digital world, strong cybersecurity is crucial for our economy. The biggest security threats
come from inside, not outside. To deal with this, detecting and predicting these insider threats is important

(YYazdinejad et al., 2023). Living in the digital age has its good and bad sides, just like anything else. The main
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problem is the security risk. Data breaches, where important information is exposed, are happening more often.
Businesses, for example, face security risks from both inside and outside sources. Internal attacks, like from
employees or vendors, are even riskier because these people have a direct connection and access to a company's
computer system (Gheyas and Abdallah, 2016). Insiders know how the organisation works daily and have all the
permissions needed to launch an attack that outsiders cannot do. The tricky part is that insiders can make their
attacks look normal, making it hard to tell what they are up to (Hunker and Probst, 2021).

The current challenge revolves around implementing automated threat detection systems that balance
effectiveness and avoid excessive false alarms. During time-sensitive situations, employees may encounter
difficulties accessing the system, hindering their ability to perform critical tasks in emergencies. This
predicament can incapacitate companies, leading to a loss of system availability, heightened expenses,
diminished income, and tangible real-world risks. A noteworthy example underscores this concern when a
whistleblower employee exposed 27,000 client records at Barclays Bank. The aftermath eroded customer trust
and incurred £7.7 million in penalties, with an additional directive to pay affected parties up to £59 million in
compensation. This incident represents just one in a series of occurrences arising from insider threats,

emphasising the crucial need to explore preventive measures in today's context (Yazdinejad et al., 2022).

2.3.3 Advance Persistent Threat:

A super skilled and persistent enemy, known as Advance Persistent Adversary (APA), keeps improving
at using advanced technology to carry out big cyber-attacks. One of the dangers they have encountered is called
Advance Persistent Threat (APT), unlike regular cyber threats. This threat sticks to its goals for a long time,
adapting to any attempts by defenders to catch it. It also keeps the connection between the host and server to
take out its gathered data or cause damage to hardware when needed (Hussain, Ahmad and Uddin Ghouri,
2020). These APT attacks are special and complicated because they focus on a specific target compared to
simpler attacks. The APA creates a kind of harmful software that aims to stay hidden for a long time, making
APT tough to find and protect against (Chen, Desmet and Huygens, 2014). Usually, an APT attack goes through
six steps, like a process.

. Information Gathering Step: The cyber adversaries first gather information about the organisation they
want to target. They use technology and people to get as much information as possible about the organisation's
network. This helps them find weak spots to sneak into the network. In this step, gathering information involves
using technical methods and finding info from people who might not be very careful (Chen, Desmet and
Huygens, 2014).

. Sneak In Step: In this step, the super-skilled adversary tries to get into the organisation's network using
lots of different tricks. They use things like tricking people with fake emails (spear phishing), putting harmful
code into the system using SQL injection, and taking advantage of weaknesses in the software system to find a
way into the network (Chen, Desmet and Huygens, 2014).

. Keeping Access Step: Once the cyber adversaries enter the organisation's network, they use a remote
administration tool (RAT) to keep their access and control. This tool talks to a command and control (C&C)

server outside the organisation. The host and the external C&C server communication is usually encrypted
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HTTP communication. This way, it can easily get past the network's firewall and defence systems by hiding
itself to stay unnoticed (Chen, Desmet and Huygens, 2014).

. Moving Around Step: In this step, the APT malware moves from one part of the network to another on
computers that are not infected yet. These other computers usually have more special access, making getting
important information easier and having a better chance of taking out secret data (Chen, Desmet and Huygens,
2014).

. Taking Out Data Step: The last step in the APT cycle is taking out data. In this step, the host uploads
the information collected to an external source or cloud. This can happen all at once or slowly without the

person using the computer knowing about it (Chen, Desmet and Huygens, 2014).

2.4 Current Approaches to Data Security
2.4.1 Authentication and Encryption:

Authentication is figuring out who someone is when they want to use resources on the internet (Sun et
al., 2019). There are four main ways to do this: (1) using a secret like a password; (2) having something like a
key, either electronic or physical, that you own, which is often called a token; (3) using something that is part of
you, like your fingerprint, face, or retina; and (4) doing something specific, like speaking or writing.
Authentication also helps control who can get into a system by checking if the users’ details match what is
stored on the server. Biometric authentication, as discussed by Shah et al. (2015), plays a crucial role in both
identifying and authenticating users within the realm of cloud data security. Biometrics can be categorised into
two main classes: physiological and behavioural. Physiological biometrics pertain to variable characteristics
unigue to individuals and are associated with physical body parts, such as fingerprints and facial recognition. On
the other hand, behavioural biometrics focuses on characteristics related to the behaviour of individuals,
including signature and voice. Various features constitute biometric authentication technologies, encompassing
fingerprint recognition, facial recognition, IRIS technology, hand geometry technology, retina geometry
technology, speaker recognition, and signature verification techniques. As highlighted by Indu, Anand, and
Bhaskar (2018) multifactor authentication involves the use of not just one but multiple factors for the
verification of users. In the scenario of two-factor authentication, the combination of a username and password
is used for identifying user during accessing cloud resources. Some additional factors, such as facial recognition,
voice recognition, thumb impression, eye-ball scanner, and mobile identity number can be incorporated for
enhancing the process of security authentication. Today, encryption is extensively used for protecting the
information which is transmitted over the internet to make sure that the only designed/planned recipient can
access the secure data. There are two main steps in the process of encryption, which include; conversion of plain
text into cypher and enabling the receiver with a secret key for the decryption of the cypher text back into plain
and readable text. In both these steps, for encryption and decryption, sender and receiver use a unique key. The
difference between the types of encryptions depends on the number of keys that have been used which results in
the creation of two main categories; symmetric encryption and asymmetric encryption (Sachdev and Bhansali,
2013).
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Symmetric encryption, which is also known as single-key encryption depends on a single key for both
encryption and decryption. To make sure the effectiveness of symmetric encryption there are two requirements
that must be fulfilled. (1) a strong algorithm of encryption and (2) a safe transmission of secret key. The most
well-known symmetric algorithms include 3DES, DES and the Advanced Encryption Standard (AES).
Advanced encryption standard, specifically, is a very secure symmetric encryption algorithm exceeding the
security levels of 3DES and DES. According to Stallings et al. (2020) AES has gained extensive use in major
organisations due to its resistance against successful attacks. The organisations such as banks and government
institutions mostly use AES. The second type is asymmetric encryption which is also called public-key
encryption. According to Stallings et al. (2020) it involves two different keys: the secret key and the public key.
RSA which is derived from the initial of its inventor’s names (Rivest, Shamir and Adleman) is an extensively
used algorithm for digital signatures and encryption (Mohsin et al., 2017). The security strength of this
algorithm depends on the intricacy of calculating large numbers, and the private and public keys created by
using two large prime numbers. Zhou and Tang (2011) have outlined that there are three steps in the RSA

algorithm which include the generation of key, encryption and lastly decryption.

2.4.2 Access Control:

According to Mohamed et al. (2022) a fundamental part of data security has been formed by access
control, that determines who is permitted to access specific resources and information within a system. The
main objectives of access control include prevention of unauthorised access, disapproving exposure of data, and
making sure that the compliance and regulations are being followed. There are different models of access
control, some of them include mandatory access control (MAC), discretionary access control (DAC) and role-
based access control (RBAC). Each model has its own unique strengths and limitations. According to Mohamed
et al. (2022), for understanding the operation or process of access control, it is important to explore interrelated
processes of authentication (confirmation of user identity) and authorisation (giving access on the basis of
identity and policies). There are notable innovations and trends in the domain of access control. One such
innovation is the principle of least privilege (PoLP) which focuses on the significance of providing users with a
little access for performing their tasks. Another innovation or approach is attribute-based access control (ABAC)
in which the attributes of user and properties of the resource are used for accessing decision. The advantages and
challenges of implementing ABAC has been reported by Golightly et al. (2023), and it states policy
complications and scalability. In challenging environments, the traditional methods of access control might fail

with their continuous authentication (Colombo and Ferrari, 2019).

2.4.3 Security Policies and Procedures:

Ensuring information is safe depends on having strong rules and steps to keep it secure. Jorge, Pereira
Da Silva, and Lopes Cardoso (2020) say that these rules make expectations clear, set the right way to behave,
and create plans for dealing with important information. A security plan is like a big picture that shows the main
ideas and goals for keeping data safe. It is a high-level document that explains why companies do certain

security things. On the switch side, security steps turn the plan into very practical tasks by giving details on how
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should companies keep data safe. Steps further give specific instructions for situations like management of
passwords or handling incidents (Jorge, Pereira Da Silva, and Lopes Cardoso, 2020).

Security policies and procedures are also essential for making sure the safety and integrity of information. The
key components involve understanding the potential risks and vulnerabilities (Kuppusamy et al., 2020). This
involves identification of possible threats and development of effective security measures for addressing them.
Another critical aspect is classification of sensitivity-based data, enabling the hierarchization of security efforts
and establishment of appropriate access controls. The Acceptable Use Policy (AUP) is also very crucial because
it clarifies permitted and illegal activities when using organizational 1T resources and data thus preventing the
misuse and setting expectations for the user behaviour. Additionally, having an incident response plan is also
vital for a well-defined approach in a security breach or data incident. Kuppusamy et al. (2020) emphasize that
procedures should guide the identification, containment, eradication, and recovery during such incidents. It is
worth noting that security policies and procedures are dynamic and should undergo regular review and updates

to align with technological changes, regulations, and organizational needs (Angraini, Alias and Okfalisa, 2019).

2.4.4 Security Education and Training:

Security education, training, and awareness (SETA) programs keep reminding employees about
important information security. These programs give employees crucial knowledge and skills. They help them
understand why maintaining secure things is important and make them more aware of security issues (Hu, Hsu,
and Zhou, 2021). SETA is a common, basic, and important strategy for ensuring organizations stay secure. Lots
of organizations think of it as a top priority. For instance, the United States (US) Computer Security Act of 1987
says that every agency has to give regular training in computer security awareness and good computer practices
to all employees (Al-Daeef, Basir, and Mohd, 2016). According to the US National Institute of Standards and
Technology (NIST), not giving enough attention to security training is a big problem for a company. Managing
the security of a company's resources involves technology and people (AlMindeel and Martins, 2020). Research
shows that many security breaches and violations of information security rules happen because employees need
to understand how important it is to secure information fully. This occurs when a company lacks Security
Education, Training, and Awareness (SETA). A strong SETA program is important to ensure employees
understand security issues and how to deal with security risks (AIMindeel and Martins, 2020). Many experts and
professionals think companies should have SETA, but not many people who do it say their programs are "very
effective” at making things more secure and changing how employees act. A lot of SETA programs could be
better, and employees often do things that are not safe when it comes to computers (AlMindeel and Martins,
2020).

2.5 Challenges in Data Security Management
2.5.1 Rapidly Evolving Threat Landscapes:

For the businesses worldwide, it is important to protect electronic data from unauthorised access due to
the persistent threats of cyber attackers, as they target corporate data and resources of information technology

for their financial gain and also for geopolitical advantage (Saeed et al., 2023). Cybersecurity involves
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safeguarding individual or organisational electronic data; any attempt to gain unauthorised access is known as a
cyber-attack. These attacks may include stealing private data, intellectual property, confidential business plans,
or disrupting mission-critical IT systems. Organised crime syndicates and nation-state paramilitary cyber
organisations now use cyber-attacks as operational strategies, leading to the emergence of Advanced Persistent
Threats (APTs). Defending against these APTs is increasingly challenging for organisations, even with
formalised cybersecurity systems (Kotsias, Ahmad, and Scheepers, 2022).

In recent years, there has been a significant increase in electronic attacks on the internet, and it is
expected that new strategies will emerge. Cyber-attacks involve tactics individuals use to exploit weaknesses in
electronic systems and networks, often to cause harm to systems or access sensitive information (Kotsias,
Ahmad, and Scheepers, 2022). These attacks can originate from various sources, such as deceptive websites
(unnatural links or fake) or malicious applications, and they are known to impact multiple industries (Aljanabi
and Mijwil, 2023).

All electronic attacks seriously threaten the security of companies, institutions, and individuals. These
attacks can result in the theft of data and information from devices. Additionally, they can disrupt services,
business processes, and other aspects of the digital environment. Therefore, organisations must adopt practical
tactics to address this issue and prevent it from negatively impacting their operations in the digital realm.
Organisations rely on monitoring, detection, prevention, and response techniques as the most commonly used
methods to thwart cyber-attacks. They continuously work to enhance these strategies, making them more
effective in understanding the behaviour of electronic attacks. Cyberattacks refer to malicious activities
targeting computer systems, networks, and devices on the internet to endanger or damage sensitive information
(IMiashenko et al., 2023). Because of the valuable information computer systems contains, they specifically, are
attractive to unauthorised individuals. Behind these attacks can be a single person, or a group of hackers that are
motivated by political motives, personal reasons and financial gain. Mijwil et al. (2023) stated that it has been

expected that the cost of cybercrime is predicted to exceeds $23 trillion by the year 2027 (Mijwil et al., 2023).

2.5.2 Compliance and Regulatory Issues:

In the fast-changing digital world, ensuring our data is secure is important. But dealing with all the
rules and laws about it can take time and effort. This paragraph talks about the connection between data
security, following the rules, and the laws there. It highlights the main problems, the best things to do, and the
new trends in this area (Angraini, Alias, and Okfalisa, 2019). One big thing to get is compliance, which means
sticking to the rules and laws that tell us how to protect data and privacy. Some examples are General Data
Protection Regulation (GDPR), Health Insurance Portability and Accountability Act (HIPAA), California
Consumer Privacy Act (CCPA), and Payment Card Industry Data Security Standard (PCI DSS) (Marotta and
Madnick, 2020). Another super important part is data security, which means using different technical and admin
tricks to keep data safe from people who shouldn't access or change it (Marotta and Madnick, 2020). This
exploration wants to help us understand the challenges and changes happening in the digital world when it

comes to keeping data safe and following the rules.
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A big challenge is that there are many rules, and they sometimes overlap or disagree. This can be tough for
companies working in different places because they must follow all the rules (Ali et al., 2021). If they don't
follow the rules, there's a real risk of getting big fines, dealing with legal problems, and losing a good reputation.
These consequences can hurt how much people trust a brand and how loyal customers are. Another big area for
improvement is keeping up with new technology. The fast changes in things like cloud computing and the
Internet of Things (1oT) bring new ways for malicious people to violate security rules. Changing how we keep
data secure and following the rules to deal with these new threats (Li, Chen and Huang, 2021) are very
important.

Small and Medium-sized Businesses (SMBs) have it tough because they sometimes need more money
and experts to deal with all the complicated rules. This makes them more likely to break the rules and get into
trouble (Ali et al., 2021). Altogether, these problems show how hard it is to balance keeping data safe, following
the rules and dealing with the always-changing world of technology. Some new trends are shaping how we think
about data security and following the rules. Privacy-enhancing Technologies (PETS) like homomorphic
encryption and federated learning are cool solutions. They let us analyze data without showing the real data,
which fits with what privacy rules want. Also, RegTech solutions help a lot by doing compliance tasks
automatically and giving quick insights. This makes following the rules easier for organizations (Campbell,
2022).

One important thing is that countries are working together more on handling data. They're trying to
make the rules about protecting data similar across borders. This makes it easier for global businesses to follow
the rules without too much trouble (Campbell, 2022). So, it's not just a choice anymore for companies to follow
data security rules; it's important for their success. Organizations can handle the rules better if they know the
challenges, do the best things, and keep up with these new trends. This smart approach keeps important

information safe and helps build trust with the people involved in a changing digital world.

2.5.3 Balancing Security and Usability

Balancing security and ease of use is a big challenge in keeping information safe (Di Nocera,
Tempestini, and Orsini, 2023). It is important for the organisation to explore the right strategies for making a
strong security without making things difficult for the users. Users can face some inconvenience, if the
organisations top priority is security. The inconvenience can be in the form of strict rules about accessing data
and complex sign-ins (Lennartsson et al., 2021).

However, if the focus of the organisation is more on making things convenient for users, leading to
more restrictions and stronger passwords, makes it easy for the cyber attackers or unauthorized people to sign-in
and create problems (Lennartsson et al., 2021). Managing the right balance is important. It is important for the
organisations to specify how they can manage their security as well as make convenient access for the users.
According to Alshamari (2016), it has been noted that there are important areas for making security and ease of
use to work better. One area is unstable security principle which involves creation of secure and easy systems
for people by involving easy way to access and remembers their logins and passwords (Alshamari, 2016).

Another area is the human factor in security which involves exploring how people think and make their
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decisions. Additionally, teaching users about cybersecurity risks and staying safe online is another area which
should be considered on top basis. This involves teaching and training users about different and possible
cybersecurity risks, the best methods to be safe and common threats that can appear such as phishing scams.
One of the most important things that companies can use is biometrics and the multifactor authentication. The
main goal is to make the digital world more secure and safe by using new technologies and software as well as
giving easy access to users (Damjan et al., 2023). There are some best practices to follow to find the right
balance between security and ease of use. One important practice is the principle of least privilege which gives
users the least access they need. This minimizes the potential damage if something goes wrong. Considering the
context and risk is also very crucial. This means having stronger security for important data and situations while
keeping things simpler for less important information and low-risk situations (Grobler, Gaire and Nepal, 2021).
Using User-Centered Design is a must. It means designing security features with users in mind, including testing
them to ensure they work well. Clear communication is also very important. Explaining security policies and
procedures helps users understand why security measures are in place and encourages them to follow them
(Hotz et al., 2022). However, there are still challenges and things to consider for the future. The constant
evolution of threats and technologies requires continuous adaptation of security solutions and ongoing user
education to maintain a balance. Balancing privacy with security remains a complex challenge, with
technologies like encryption and anonymization offering potential solutions. Additionally, measuring the impact
of security measures on both security and usability is crucial for informed decision-making and optimizing the

delicate balance between these two essential aspects (Lapin and Siurkus, 2022).

2.5.4 Insider Threat Mitigation:

Security threats can arise from within or outside an organisation, with insider attacks from employees,
suppliers, or affiliated companies presenting a more insidious danger than external ones. Insiders possess
intimate knowledge of an organisation's internal workings and hold all the necessary rights to execute an attack,
making their actions appear like routine operations. Consequently, companies are allocating increased resources
to defend against insider attacks in the coming years (Cooley, 2016). However, these protective measures could
be rendered ineffective if not readily accessible when needed. The challenge lies in developing automated threat
detection systems that strike a balance, avoiding excessive false alarms. A false security alert can lead to short-
term or prolonged unavailability, hindering employees' access to the system during critical moments. This loss
of availability can weaken a company, resulting in elevated costs, revenue loss, and reputational harm. The
protection of systems and information hinges on fundamental aspects like availability, confidentiality, and
integrity, with a breach in any of these constituting a security breach. To optimise these conflicting
requirements, there is a need to create an Insider Threat Detection and Prediction Algorithm (IDPA) that

minimises both false negatives and false positives (Gheyas and Abdallah, 2016).
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1. RESEARCH METHODOLOGY
3.1 Research Philosophy

According to Davidavic¢iené, (2018) research philosophy is a set of beliefs, maxims, and
presuppositions that govern the researcher’s attitude to asking questions about reality. It is the starting point for
research design, methodology and data analysis. As for research philosophy, one choice is as important because
it influences how a researcher perceives reality, what he believes, knowledge to be, and the relationship between
researchers themselves and their objects of study. In addition, there are three main research philosophies:
positivism, interpretivism, and pragmatism.

As noted by Dzwigot & Dzwigot-Barosz, (2018) unlike reflexive realism, it strives to transcend, while
interpretivism stresses objective understanding and conceptuality in contrast. Pragmatism sits in the middle,
combining elements of both positivism and interpretivism with its focus on measurable outcomes achieved
through flexible research methods. Once the research philosophy has been chosen, it guides a researcher in
making methodological choices and interpreting findings; at last, the quality and credibility of his conclusions
gradually take shape.

In the following study, the researcher used a pragmatic philosophy to conduct the study. The rationale
for using this particular philosophy is that pragmatism recognizes all research topics and sees the value in using
qualitative and quantitative methods to understand anything so complicated as human society. Eventually, only
by using pragmatic philosophy in a mixed-method study can we get a full and practical picture with strong roots

in this research question.

3.2 Research Approach

According to the study conducted by Snyder, (2019) a research approach means the overall framework
or strategy for designing, coaching, and analyzing a survey. There are two main methods of research: deductive
and inductive reasoning. The top-down deductive reasoning approach begins with a general theory or hypothesis
and uses specific observations or experiments to test it. This method decides on predictions (or expectations)
according to existing theories and uses real-life evidence to either confirm or refute these. In another study
conducted by Opoku, Ahmed &Akotia, (2016) it was identified that qualitative research based on deductive
reasoning is normally found in quantitative methods concerned with developing and testing hypotheses. The
second type, inductive reasoning, proceeds from the particular to the universal. From specific observations or
patterns of events, generalizations and theories are developed. This kind of inductive reasoning attempts to
extrapolate general principles or theories from analyzing individual cases. It is frequently associated with
qualitative research methods, which emphasize exploration and description to expose the latent meanings and
patterns of a given setting.

In this study, the researcher has applied the deductive approach to complete the research process. The
reasoned approach is justified because it is more hypothesis-driven and structured. Furthermore, the deductive

method can also serve as a base point for three-point triangulation by linking quantifying results with qualitative
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views through such mechanisms as in-depth interviews and questionnaires. This combination adds depth to the

research and broadens its scope. It provides a more comprehensive study of research problems.

3.3 Research Design

According to the study by Orngreen& Levinsen, (2017) research design allows researchers to
systematically gather and analyze the data needed to answer research questions or test hypotheses. The
qualitative research design focuses on exploration and in-depth understanding of complex phenomena. The
approach is adaptable. Researchers can adjust the methodology while working through a study, and common
techniques include interviews, focus groups, observations, and content analysis. However, quantitative research
design is rigid and uses statistical tools to analyze numerical data according to a pre-determined plan, paying
attention primarily to hypothesis testing.

As noted in Rajasekar &Verma, (2013) common quantitative research methods include surveys,
experiments, and structured observations, which allow for discovering patterns and relationships. A mixed-
methods research design integrates elements from qualitative and quantitative approaches, providing a more
robust cover of the research problem. Thus, researchers use this method to avoid the limitations of using only
one technique. The qualitative and quantitative data are collected sequentially or concurrently. The selection of
research design depends on the nature and purpose of one’s data. Still, each approach allows the researcher to
trace diverse angles in their influence on the studied phenomena.

In this study, the researcher has used a mixed-method design to collect the required research data. The
justification for using mixed-method is that the iterative nature of mixed-methods research makes it possible for
researchers to refine their questions and hypotheses based on initial quantitative data collection, thus producing
much more focused and relevant results. This is especially helpful in answering questions better answered

holistically based on depth and breadth.

3.4 Data Collection Method

According to the study conducted by Scheurich, (2014) data collection methods are the systematic
procedures and techniques used to collect information or data relevant to researchers’ research objectives. These
methods play a prominent role in the research design, and their selection is determined by factors such as the
nature of the research question being asked; philosophy underlying the chosen methodology, and the overall aim
of the study. Another study by Shirish, (2014) noted that collecting common research data includes
questionnaires, interview observations, experiments, and analyzing documents. Surveys entail the presentation
of pre-arranged questionnaires or questions designed to elicit answers from a sample of respondents, thus
providing quantitative data. However, many interviews are structured, semi-structured, or unstructured; they
explore the participants’ perspective and experiences more deeply than surveys.

Observation systematically observes and records events, behaviors, or phenomena in their natural
settings. In experiments, variables are manipulated to examine cause and effect. To extract pertinent
information, document analysis reviews written, visual, or audio materials, including texts, images, and

recordings. Which data collection method to choose depends on what research question you are seeking an
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answer for, the aims of that part, and whether it’s practical regarding resources and ethical considerations.
Researchers often use a variety of methods, known as mixed-methods research. Choosing an appropriate data
collection method is central to the validity and reliability of study results.

This study gathered information from primary sources using a questionnaire survey and semi-structured
interviews. The survey involved 150 respondents. Also, the questionnaire was based on Google Forms, one of
the most effective ways to send out a survey. Second, the questionnaire will be in Likert scale form with five
options: strongly disagree, disagree, neutral opinion toward neither side opinion agrees, or strongly agree.
Meanwhile, five informants were interviewed on a semi-structured basis—other than that, these respondents
were recruited through Facebook and LinkedlIn. In addition, the researcher also utilizes secondary data in the
determinant of case studies or literature to compare a former researcher’s work and report on relevant findings

once this study’s data collection is completed.

3.5 Data Analysis Method

Data analysis methods are the systematic procedures and means for inspecting, cleaning up (clean-up),
transforming, and interpreting raw data to extract useful information to make informed decisions. Data
properties, research questions and overall research design determine data analysis methods. These include
descriptive statistics, inferential statistics (including regression analysis and the test of hypothesis), etc., all
useful in quantitative research. Thematic analysis, content analysis, and grounded theory are techniques used in
qualitative research to interrogate textual or visual data, looking for patterns, themes, and meanings. Mixed
methods approaches, which combine quantitative and qualitative data analysis to understand complex
phenomena better, have become increasingly common in recent years. Advanced technologies and software
tools have also greatly impacted data analysis, enabling researchers to tackle large volumes of data, run complex
analyses, and create beautiful graphics. However, no matter how the details are worked out, rigorous data
analysis is necessary to ensure the validity and trustworthiness of the research findings.

The researcher in this study has analyzed the findings obtained by survey with SPSS software. The
justification for using SPSS software is that SPSS makes it possible to manage and manipulate data quickly. Its
spreadsheet-like format helps data organization, making it well-suited for exploratory data analysis. Besides
powerful visualization tools, the software allows researchers to explain their findings through charts, graphs, and
tables.

In addition, the researcher has applied thematic analysis to what is expressed through semi-structured
interviews. The rationale for using thematic analysis is that its flexibility allows researchers to use the method
on different forms of qualitative data, including interviews and written materials. A notable feature of thematic
analysis is that it facilitates a coding and theme development process, which is simple even for novice
researchers. Its ease and transparency make the entire procedure easily repeatable, thus raising inter-coder
reliability. Furthermore, by its thematic approach and systematic rigor, thematic analysis is of irreplaceable

value in explaining the intertwined realities behind human experience, behavior, and perception.
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V. DATA PROCESSING AND ANALYSIS

This chapter presents findings related to interviews and surveys that have been collected from
respondents. After collecting data, data was cleaned and analysed in order to find the main key aspect related to
subject matter of the study.
4.1 Data Collected

By employing a mixed-methods approach that combined qualitative and quantitative data collection
techniques, the research questions were effectively investigated. A survey comprising 150 responses, which was
conducted via Google Forms and employed a Likert scale, constituted a significant portion of the data. Using
this technique, quantifiable opinions on the subjects were gathered. To acquire additional qualitative insights
and a more comprehensive understanding of the research subject, semi-structured interviews were conducted
with five informants. By incorporating secondary data obtained from case studies and literature, the conclusions
drawn could be further elucidated and situated within the context of previous research.
4.2 Processing of Data

Data Processing: Sensitive processing was employed to guarantee the precision and dependability of
the gathered data. Visualisation tools and statistical methods, including inferential and descriptive statistics,
were employed to analyse the quantitative data obtained from the survey questionnaire in SPSS. Thematic
analysis was employed to extract significant patterns and insights from the data obtained from the semi-
structured interviews. Adoption of theme analysis was prompted by its adaptability, usability, and efficacy in
extracting meaning from qualitative data.
4.3 Interpretation

The objective of the data interpretation phase was to formulate conclusions regarding the research
questions based on the examined data. We examined the survey questions for trends, patterns, and statistical
significance as part of the process of analysing quantitative data. Thematic analysis was employed to interpret
qualitative data, revealing recurring patterns and themes within the narratives provided by the participants. An
in-depth comprehension of the subject matter was enhanced through the process of comparison analyses with
secondary data, which served to validate and contextualise the research findings.
4.4 Thematic Analysis

Toanalyse, interview data, thematic analysis have been used. After analysing the transcripts, the
following themes were generated that are in line with the main objective of the study. This analytical effort aims
to comprehend the complicated network of participant responses to key interview questions, each of which is
designed to illuminate a certain facet of data security. The study examines the challenges businesses face in
managing large data security. In the digital environment, when data volumes expand, the security vulnerabilities
increase also and effective security mechanisms are essential. Participants' perspectives may illuminate data
proliferation's pros and cons and the effective security solutions are required to manage it. Due to exponential
data expansion, data protection and management have evolved. This essay highlights the need for evaluation,
security modification, and business intelligence activities and explains Hadoop installation challenges on large
datasets. We assess Hadoop's weaknesses, vulnerabilities, and data security impact to provide readers a

complete picture. Scalability, prevention, and best practices are essential for Big Data security. Organisational
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implementation of data protection legislation. This inquiry covers privacy, governance, and adherence issues,
new technologies, machine learning, and Artificial Intelligence (Al) may improve security of assets. A strong
strategy, scalable security technologies, and sophisticated analytics are needed to identify oncoming threats.
4.4.1 Current Landscape of Big Data Security Management

Big Data Security Management is an interdisciplinary field that utilizes an extensive range of
approaches, methodologies, and frameworks to confront the obstacles presented by the swiftly evolving big data
sector. Ensuring data security has become an increasingly formidable task in recent years due to the exponential
expansion of data in the digital realm (Bibri, 2018). This sudden increase in data volume has highlighted the
necessity for comprehensive security measures throughout the entire data lifecycle, including collection, storage,
analysis, and processing. Respondent 2 correctly highlighted the need of Big Data Security Management in
addressing data complexity, which affects trust and reputation. Respondent 7 emphasises the importance of
security policies in safeguarding firm digital assets and facilitating safe digital transformation. This shows Big
Data's vulnerability to attackers.

Presently, the sector is preoccupied with the difficulty of comprehending the intricacies of large data
security management. Organizations are confronted with diverse data types that originate from numerous
locations and exist in multiple formats. The complexity of security measures necessitates a nuanced approach,
given that distinct data types may require varying degrees of safeguarding. Instances of data categories that
necessitate more stringent controls include non-sensitive, non-personal data, and sensitive personal information.
According to respondent 1 Big Data Security Management is crucial to tackling data concerns from commercial
apps, loT devices, and social media platforms. Respondent 5 emphasises the difficulty of safely enabling
innovation in diverse ecosystems such as cloud-based solutions, Hadoop, Spark, and NoSQL databases which
highlights its importance. Respondent 6 further stresses the need of Big Data Security Management in ensuring
GDPR and HIPAA compliance to avoid financial and legal penalties. Both parties accept the constant growth of
the digital world and emphasise the need of proactive security systems to react to new hazards
4.4.2 Impact of Predicted Expansion in Data Volumes

Valacich and Schneider (2018) argue that the significant expansion of data volumes resulting from the
growing digitization of numerous businesses gives rise to various prospects and obstacles concerning data
security. An enduring obstacle in evaluating its effects is the projected surge in data volume and the
accompanying complexities. Considering the exponential growth of data, organizations ought to reassess their
security protocols.

Respondent 8 observed that data quantities are increasing the need for proactive data protection. Since
more data means more vulnerabilities, yes. Respondent 10 highlights numerous important issues, including data
mining and analytics that preserve privacy, unsecure data transport and storage, and endpoint input validation.
These technologies facilitate the ability of organizations to adapt to the constantly changing landscape of cyber
threats by enabling a proactive approach to security rather than a reactive one. It continues to emphasize that
adaptable security measures are required to accommodate the anticipated increase in data volumes (Sivarajah et
al., 2017).
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As stated by Respondent 1, institutions are tasked with the management and protection of an extensive variety
of data sources, formats, and types because of the exponential growth of data volumes. Respondent 6 reiterates
the importance of robust privacy protections and rigorous adherence to regulations considering the increasing
proliferation of privacy issues resulting from this expansion. Respondent 8, acknowledging the potential
negative ramifications of insufficient protocols regarding big data security management, emphasises the
criticality of implementing proactive measures and infrastructure to efficiently manage the expanding volume of
data.

4.4.3 Influence on Organizations’ Approaches to Business Intelligence

Organizations are compelled to reassess conventional approaches and tactically modify security
strategies in light of the exponential expansion of data volumes, which significantly impacts business
intelligence. Organizations, specifically those engaged in business intelligence operations, must reconsider their
data administration and security approaches, considering the enormous volumes of data produced during the
digital age (Grover et al., 2018). Critical subjects encompass the imperative to reassess conventional approaches
in light of the exponential growth of data volumes. Respondent 7 stressed the need to manage data access and
user rights in Business Intelligence (BI) systems as data grows. Secure authorization and authentication
mechanisms must be used to restrict access to datasets and insights to protect sensitive data. However,
respondent 10 underlines that massive data sets may provide firms real-time information to make better,
customer-centric choices.

Furthermore, business intelligence processes experience significant disruptions. The profusion and
variety of data readily accessible to an organization may facilitate the generation of more profound insights and
formulating more informed decisions (Hossain et al., 2019). Nonetheless, to accomplish this, accessibility and
security must be meticulously balanced. Organizations should implement business intelligence processes to
ensure the security of sensitive information and derive value from large datasets (Karafiloski&Mishev, 2017).
According to Respondent 1, data volume forces companies to employ scalable Business Intelligence (BI)
solutions. Respondent 5 said that cloud-based Bl solutions also help Bl platforms flourish. Respondent 6
highlights the necessity for encryption and multi-factor authentication for Bl platforms to address rising security
issues. Respondent 8 adds that data quantities provide firms an edge in the shifting commercial world. This
improves decision-making and business intelligence.

4.4.4 Security Challenges with Hadoop

There are benefits and drawbacks in utilizing Hadoop to analyze vast quantities of data; specifically,
one should be aware of this technology's security risks. A recurring motif is directing focus toward the prevalent
challenges and susceptibilities linked to Hadoop, disclosing its deficiencies in design, and investigating possible
remedies for these issues. A prominent concern is the Hadoop vulnerabilities that could potentially result in
security intrusions for organizations (Manogaran et al., 2017). Hadoop functions as a decentralized database
management system that leverages cost-effective hardware clusters to store and process enormous volumes of
data. Data governance, encryption, and access control issues manifest due to the distributed architecture of
Hadoop. Respondent 2, 5 and 6, data encryption, job and resource management security and audit and Logging

are major challenges. Insufficient audit and logging capabilities make it challenging to monitor and trace
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activities within the Hadoop cluster. Without comprehensive auditing, it becomes difficult to investigate security
incidents or track user actions, potentially delaying the detection of unauthorized activities.
4.4.5 Integrating Security Measures into Big Data Infrastructure

Incorporating security measures into big data infrastructure is imperative for organizations to optimize
the advantages of big data processing while mitigating associated risks. This subject examines the difficulties
associated with smoothly integrating security into the infrastructure. It also emphasizes implementing proactive
security measures, following integration best practices, and ensuring scalability. Infrastructure for Big Data
must be scalable, which is a significant concern (Mooney and Pejaver, 2018). Organizations must be able to
effectively handle escalating burdens and processing requirements due to the perpetual growth of the datasets
they handle. Security mechanisms also consider scalability in conjunction with data processing. Integration of
effective security solutions must increase in tandem with the volume of data as the infrastructure grows;
otherwise, security measures will only be able to match the complexity of potential threats. Additionally vital is
the subject of integration of best practices.

Respondent 6 recommended advanced data privacy and security solutions including anonymization and
obfuscation. This may be used with Respondent 7's advice of real-time monitoring and recording to protect
sensitive data in data sharing for analytics or cooperation with other organisations. This includes monitoring
user activities, spotting abnormalities, and reacting quickly to threats and vulnerabilities.

Organizations can reduce the likelihood of data breaches and unauthorized access by integrating
security as a fundamental element into their Big Data architecture and promptly addressing any security
concerns (N. et al., 2022). Integrating security into Big Data infrastructure is a complex procedure that includes
defining the significance of proactive security measures, incorporating best practices, adopting Secured by
Design (SBD) principles and addressing scalability requirements. According to respondent 8 and 10, network
security requires a thorough plan. Scalability issues may be addressed by implementing data encryption, secure
data transfer, and server and database access constraints. Network security solutions should include data backup
and recovery, strong data storage architecture, risk assessments, security compliance automation, and team
communication.

4.4.6 Compliance with Data Security Regulations

Constraints regarding data security regulations are more critical than ever for organizations operating in
the Big Data industry, given the constant evolution of privacy laws. Privacy concerns arising from managing
sensitive information, the difficulties organizations encounter in adhering to regulatory requirements, and the
pivotal significance of governance frameworks in attaining and sustaining conformance are among the
numerous topics addressed in this extensive field of study (Pappas et al., 2018). The difficulties businesses face
in adhering to data security regulations are one of the main aspects. New rules and regulations are frequently
implemented in response to the dynamic nature of the regulatory environment and the demands of emergent
technologies and hazards.

Respondents 1 and 5 declared Al is revolutionising cyber security with behavioral analysis, automated

response and remediation, better authentication, predictive analysis, and anomaly detection. Al outsources threat
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detection, surpassing software-driven alternatives. This allows proactive defenses against emerging assaults and
ensures security and resilience.
ML algorithms can predict potential security threats based on historical data and current trends. This enables
organizations to anticipate and prevent security incidents before they occur, providing a proactive security
posture.
4.5 Analysis of Survey Dataset

In this section, survey data was analyzed using Statistical Package for Social Science (SPSS).
Frequency distribution has been used to find the preferences and responses of the respondents related to survey

questions. Table 1 shows brief information on the demographic of respondents who participated in the survey.
Table 1: Gender of Respondents

Frequency (%)
Male 17 68
Female 8 32
Total 25 100
Age Group of Respondents
18-25 2 8
26-35 8 12
36-45 14 56
46-55 6 24
Above 55 0 0
Total 25 100
Educational background
High School 2 8
Bachelor 3 12
Masters 4 16
Above Masters 16 64
Total 25 100
Working experience as a Data Security Management
3to5 6 24
6to 10 2 8
11to0 15 4 16
Above 15 years 13 52
Total 25 100

Figure 1: Gender of Respondents

It has been found that 68 percent of respondents are male whereas; 32 percent of respondents are
female. As per age group, it can be seen that 56 percent respondents belong to age group of 36 to 45, 24 percent
of respondents belong to age group of 46 to 55, 12 percent respondents belong to age group of 26 to 35 and only
8 percent of respondents belongs to age group of 18 to 25 and finally O percent of respondents belongs to age
group above 55. In terms of their educational background, 64 percent of respondents have above master’s level
degrees, 16 percent respondents have master’s degree, 12 percent respondents have bachelor degree and only 8
percent respondents have high school level degree. Lastly, in terms of working experience as a data security
management 52 percent respondents have above 15 years of working experience, 16 percent respondents have

11 to 15 years of working experience. 24 percent of respondent have 3 to 5 years of working experience.
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Fig 1: What is a pimary concern in the current landscape of Big Data Security Management ?
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Figure 2: What is a primary concern in the current landscape of Big Data Security Management?

Respondents were asked questions about primary concerns in the current big data security management
landscape. 88 percent of respondents think scalability is the primary concern, whereas 12 percent believe data
storage efficiency is a primary concern in the current landscape. No respondent considered integration with 10T

devices and user interface design the primary concern.

Fig 2: How does the growth in data vohumes most directly affect organizations’ approaches to
business intelligence? (%)
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Figure 3:How might the predicted expansion in data volumes impact Big Data Security Management
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Questions related to data volume growth most directly affecting organizations' approaches to business
intelligence were asked. 96 percent of respondents think that enhanced data-driven decision-making is the main
aspect of data volume growth that directly affects organizational approaches to business intelligence. Only 4
percent of respondents believe reduced reliance on data analytics can also be an aspect of growth. The growth in
data volumes most directly affects organizations' approaches to business intelligence. None of the respondents
think that slower decision-making processes and increased manual data processes can be the main factors of

growth in data volumes that most directly affect organizations' approaches to business intelligence.

Fig 3: How might the predicted expansionin data volumes impact Big Data S ecurity Management?
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Figure 4: How does the growth in data volumes most directly affect organizations' approaches to business
intelligence?

Questions related to “How might the predicted expansion in data volumes impact Big Data Security
Management?” were asked by respondents. It has been found that predicted expansion through increased
complexity of security challenges in data volume can impact big data security management, according to 76
percent of respondents. Furthermore, 12 percent of respondents think that simplified security protocols for
predicted expansion in data volume may impact big data security management, 8 percent of respondents think
that decreased relevance of security measures, and 4 percent of respondents consider greater reliance on open-
source security tools are the major aspects of predicted expansion in data volumes impact big data security

management.

Fig 4: What is a commmeon security challenge when using Hadoop to process large datasets?
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Figure 5: What is a common security challenge when using Hadoop to process large datasets?
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Findings show that managing access control and permission is a common security challenge when using Hadoop
to process large datasets, according to 92 percent of respondents. Furthermore, 8 percent of respondents think
that difficulty encrypting data in transit and limited data storage capacity are common security challenges when
using Hadoop to process large datasets. None of the respondents considered incompatibility with cloud

platforms a common security challenge when using Hadoop to process large datasets.

Fig 3: How can orgarizations best integrate security measures into their Big Data
infrastructure to address scalability demands?
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Figure 6: How can organizations best integrate security measures into their Big Data infrastructure to

address scalability demands?

Through seamless integration during system design and implementation, organizations can best

integrate security measures into their Big Data infrastructure to address scalability demands.

Fig 6: Why is regulatory compliance important in the context of Big Data security? (%)
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Figure 7:Why is regulatory compliance important in the context of Big Data security?

All respondents think regulatory compliance is important in the context of Big Data security because It

helps avoid legal consequences and fines.
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Fig 7: How do emerging like machine leaming contribute to enhancing Big data secunty
measures 7 (%)
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Figure 8: How do emerging technologies like machine learning contribute to enhancing Big Data security

measures?

All respondents pointed out that by automating threat detection and response, emerging technologies

like machine learning contribute to enhancing Big data security measures.

V. CONCLUSION

5.1 Conclusion

This study explores the critical domain of big data security management in the digital environment. It
highlights the manifold prospects and obstacles presented by the exponential expansion of data.
Manikandakumar and Ramanujam (2018) posit that the domain of big data security encompasses a multitude of
attack vectors. In light of the increasing workforce of data scientists and the escalating volume of data (as
demonstrated by an IBM study and supported by subsequent occurrences), organizations must strengthen their
security protocols beyond reasonable doubt (Shihab, 2020). The proliferation of digital technologies across
various industries—including education, healthcare, social media, and retail—has heightened the significance of
data security issues, thereby motivating the investigation at hand. Since digital activities are involved in each
phase of the data lifecycle, safeguards against loss or disclosure must be meticulously considered. The
investigation of the present condition of Big Data Security Management, the ramifications for the business
intelligence endeavors of organizations, and the escalation in data volumes are fundamental elements of the
research's particular objectives. In order to acquire data for the subsequent phase, scholars will employ a mixed-
method research approach, which integrates semi-structured interviews and questionnaire surveys. Using the
selected methodology, we can examine the security of big data from all subjective and objective perspectives.
The survey was structured to encompass a sample size of 150 individuals. Furthermore, it incorporated five
interviews with informants and SPSS wasused for data analyses.

In order to shed light on the myriad prospects and obstacles arising from the exponential expansion of
data volumes, this research concludes that the investigation and security of big data in the digital environment is

imperative. This study examines the concerns regarding the security of Big Data that organization of various
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scales encounter, concentrating on the Hadoop ecosystem. Its inception was motivated by the urgent need to
address the escalating anxieties surrounding data security. How to identify the most efficient resources and
strategies for protecting data throughout its entire lifecycle—from acquisition to storage, analysis, and
processing—is the primary focus of research. This research underscores the importance of comprehending and
executing resilient security protocols amidst perpetually changing technological digital environments. The
significance of this research is paramount, given the increasing relevance of Big Data across various industries,
as noted by Riaz et al. (2020). In an era where even, the smallest businesses vie for Hadoop's processing power
and data lake storage space, implementing stringent security measures is more important than ever. According to
the study, it is a prevalent aspect of contemporary data processing to manage enormous quantities of sensitive
data, including intellectual property and personal information. Therefore, ensuring the security of this
information is of the utmost importance. It necessitates a holistic approach that considers the numerous data
sources, formats, and varieties in addition to quantity. To ensure that security initiatives align with overarching
corporate objectives, a comprehensive approach that considers organizational culture and governance structures

is emphasized in the study.
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